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Medical Devices: Miracle or Master? 

Today is much like any other, up at 6 am, first coffee, then time to hit the treadmill for 

my 40-minute ritual that has become my life.  As usual, just before beginning my routine I take 

out my favorite medical device, turn it on, and hold it to my forehead. Within seconds, my 

Scanadu Scout has read my vital signs.  I have had this device for a couple of months now, and it 

is incredible. Once it reads my signs, it sends the information to my Smartphone and all I need to 

do is look at the information and I am good to go.  Little did I realize in just a few short hours I 

may not be so enchanted with this seemingly harmless contraption of plastic and technology. 

So, what you ask is a Scanadu Scout? This medical device is the invention of a well-

known Silicon Valley entrepreneur, Walter DeBrouwer. After having his child suffer a brain 

injury in 2005, he and his wife spent weeks in intensive care dealing with the medical system and 

all its intricacies. Feeling frustrated with how vital signs were processed, he had an idea that 

could possibly change forever the way this type of health monitoring is done, and that idea is the 

Scanadu Scout. The design is simple, it is a round disc shape, built to be lightweight and easy to 

use. Just turn it on, place against your forehead, wait a few seconds and it has gathered your vital 

signs, and collected this data on your behalf. At a cost of $200.00 it is quite affordable, and 

imagine the convenience of not having to make a doctor’s appointment, wait for your turn, then 

you are hooked up to various machines to gather the same information. You don’t even need to 

leave the house and think of the cost savings to the healthcare industry, insurance companies, 

and even employers. This amazing new device really does have the potential to change the way 

we live and function, and it is just the beginning. The next step for the Scanadu Scout will be for 
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the user to also be able to conduct urinalysis testing, which for people with kidney or liver 

problems it could be a game changer.  

Scanadu is but a bit player in the explosive growth medical device industry, which is 

estimated to be 42 billion dollars a year industry by the year 2023. It seems like every week we 

are hearing about some new device that is either in early development stages or is actually hitting 

the store shelves and consumers are all too eager to welcome these devices at alarming rates. The 

Scanadu Scout operates like many these medical devices, you simply active the device with a 

mobile app to your Smartphone and with the Bluetooth connectivity you are up and running. The 

average user is under the impression that the data collected from their device is there to serve 

their own needs, checking your own vital signs, or measuring your level of exercise is so 

reassuring and helpful to one’s sense of well-being, right? Now imagine for a moment if the 

manufacturers like Scanadu really plan to just make a profit from selling a device that is only a 

couple hundred dollars and hope to survive? Not going to happen, because the real money is not 

the device itself, it is the information that it gathers. Data collection is a gold mine, and we are 

only beginning to see the first steps of discovery and learn just how much gold really is at stake.  

It is now 11 am, and I open my laptop, log in to see what is happening on my various 

social sites and catch up on the news.  Within seconds of being on my computer I have several 

pop-up ads, all for medications from pharmaceutical companies I have never heard of, nor do I 

have any reason to. I then log into my Scanadu app and am shocked to see that my blood 

pressure has gone way off the charts, and I am astounded.  After I recover from this medical 

information about my health that I was not aware of, it hits me- my device has sent the 

information to the data collection server, and in turn, I am now being bombarded with 

advertising for medications to remedy my problems. Sound like a science fiction story? Well it is 
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not, and it is happening everywhere and we are just beginning to see the effects of how this well-

designed system for information gathering is going to be a part of our daily lives. 

Are you suddenly feeling like your privacy has been invaded, and that your every move is 

being monitored and tracked? Do you wonder just who is behind all of this, and what their 

intentions are? Are you now questioning just how much of this really is of value to the consumer, 

and who is the real winner in the medical device industry? If so, consider yourself about to 

become much more informed, and hopefully educated on what it really means to have a medical 

device. 

The world of medical devices is composed of innovative designers, manufacturers that 

can build the devices affordably, mobile app servers that monitor, and the data collection 

companies that harvest all this information that has been gathered. In turn, those companies then 

turn around and sell all the collected data to advertising firms, marketing groups, and information 

related companies. When Henry Ford developed mass production of the automobile do you think 

he just planned on selling cars?  No, he understood that the related industries that would be 

needed to accompany that industry would become the major profit centers, things such as auto 

parts, highway construction, and of course the oil industry. Think of medical devices in the same 

way, however in our modern day it is not about tires and oil, but about where you are, what you 

are doing, and how that information can be used against you. 

So, what is your actual right as a consumer to privacy, and what can you do about it? The 

first answer is obvious, don’t share your information. Simply use the device without allowing 

your data to be shared. The downside of this is that somewhat defeats the purpose of the device, 

remember the trip to the doctor’s office you no longer need to take? Well, the device is there to 

send this information to your physician, and of course, this is part of the real design purpose. Do 
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you then wonder just how secure that server is that is sending this information? Is your 

information that your physician receives then automatically shared with your insurance 

company? While it is obvious that to be aware we have a medical issue early on is to our 

advantage, also knowing it has been shared with unknown sources can be quite disturbing. When 

we sign up for a device that is monitored by a mobile app with internet connectivity, read the 

fine print. You are giving up your rights to your privacy, and it is that simple. Most people don’t 

bother to read this fine print, they are so excited over the advanced technology they have just 

purchased, and the attractive design and feel of it. 

So how do we best balance and manage the benefits and the disadvantages of medical 

devices? The first and most logical approach to this is to understand just what the device does, 

and to be sure it is of real value to you. If you are at risk for certain health conditions, and 

perhaps you have limited time or mobility, then a device can be a great asset. If you are not 

necessarily technology smart, then it may not work well for you. With regards to your privacy of 

the collected data, there is some protection. In the US legislation was passed several years ago 

known as HIPAA (Health Insurance Portability and Accountability Act) which is designed to 

ensure patient privacy with regards to medical records. It will act as somewhat of a filter for the 

data mining companies, but it will not ensure absolute privacy. Your data may be collected in 

mass form, without actual personal information. The challenge that also comes with all this new 

technology is the actual capacity of the networks which are providing the transmission of the 

wireless devices. This vast amount of new internet traffic will put a strain on the existing systems 

which mean the wireless industry will constantly have to improve and expand the networks. 

Users of medical devices should read the fine print, ask if they can opt out on information 

sharing, and if they cannot, then they should weigh whether the benefits are greater than the risk. 
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The ethical responsibilities that surround medical devices are almost as complex as the 

devices themselves. First, we have the ethical dilemma of what roles the medical system should 

be assumed with regards to patients. Should physicians allow patients to become their own self-

monitor, and then not feel any sense of responsibility if they do so? Most physicians may 

struggle with this, it goes against the basic tenets of their practices. If patients do take on more 

responsibility for diagnosing themselves then the ramifications of doing so cannot fall upon 

medical professionals to be held to the same level of accountability they are in the more 

traditional setting that we currently have. At the same time patients have an ethical choice to 

make, and when they do this may affect their families and loved ones. If a person using a 

medical device should die, and it is determined that the death could have been prevented by not 

using the device we further complicate things. The use of devices means a clear and conscience 

decision needs to be evaluated beforehand by the users, and any outcomes from it are centered 

around those decisions.  

Manufacturers of devices have an ethical problem as well, in that they must be able to 

provide a product that provides full disclosure to users when it is purchased. Aside from what 

governmental guidelines they must follow, they should take a forward-thinking approach which 

will be to fully explain the hazards as well as the benefits of that device. To assume the users will 

simply be aware of it is not a great enough degree to ensure it is used safely. If you create a 

product that in the end is actually harmful to your customer base you are creating a liability that 

will eventually destroy that customer. Packaged cigarettes are a perfect example of this, and 

while the tobacco companies knew for years the product they sold caused cancer, they ignored it 

and in the end, they have paid millions in claims. Most everyone will agree that they showed no 

ethical concern, and they put profits ahead of people, and their well-being.  
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However, the biggest player in the ethics of medical devices is the companies that are 

collecting the vast amounts of data that are being generated every moment of every day. Imagine 

just how much volume of data is streaming in each minute, and all the various algorithms and 

programs in place that are sifting and sorting this data. And beyond this, just where this data is 

being sold, distributed and analyzed by various companies, and even governments. An enormous 

ethical burden exists on these companies to utilize this information for the good of people. Can 

we expect that they will put human concerns ahead of profits? If history means anything, we can 

assume they will not. Businesses exist for the sole purpose of turning a profit, and medical 

devices are no exception. When it comes to healthcare, collected data can be incredibly valuable 

for medical advancements, and with this huge reservoir of potential data companies who are 

owning the data could take an ethical leadership position by using it for the good of all. A 

balance of profits and medical advancement can, and should exist together.  

Should government play more of a role in the collection and distribution of this data? As 

with most everything government involves itself in, it can lead to far too much legislation, or 

governing that has been manipulated by special interest groups. Yes, we do need a set of 

governing principles for these companies, but I feel the consumers should drive the direction of 

this process. If consumers were to take a stand about how they want their data managed, and 

became a collective voice for it then you can expect some real results. Without a customer base, 

a company has no real market, and consumers should learn to harness the potential power they 

possess. 

It is my opinion that we are at a crossroads in the medical device development and that 

now is the time to create standards and rules of conduct. First, all devices should be packaged 

and sold with explicit directions for use. This should include explaining the hazards of self-
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diagnosing, as well as the full disclosure of where your collected data may be sent and for what 

purpose. Beyond that, the industry manufacturers and data collectors need a framework of 

ethically based regulations that will ensure they comply with a basic concern for the good health 

and wellness of all. 

Medical devices can and will be a fantastic benefit in the years to come. How we as 

consumers understand and use them, along with how we regulate the industry as a whole must 

now be fully thought of and planned so that it is truly successful, and will be a meaningful part of 

our human existence. 
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